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About This Guide

This Installation and Configuration Guide introduces shows you how to install and configure
TURBO Enterprise Release 5.0.2 and troubleshoot installation problems.

For step-by-step procedures on creating a sample application using TURBO Enterprise, refer to
the TURBO Enterprise Developer Tutorial at www.TURBO-Enterprise.com.

Audience
This guide is intended to provide database administrators and PL/SQL developers with
installation tasks required to successfully install TURBO Enterprise.

Downloads

You can download a trial version of TURBO Enterprise 5.0.2 at www.TURBO-Enterprise.com,
by selecting the ‘Product’ tab, and clicking on ‘Download’. To access the link directly from this
document, click here: Downloads.

Document Conventions

A greater-than symbol (>) is used to separate actions within a step and items in a cross-
reference path.

A trademark symbol (®, TM, etc.) denotes a company trademark. An asterisk (*) denotes a
third-party trademark.

An underlined word or phrase denotes an internal hyperlink or cross reference.

The Courier New fontis used to denote variables, parameters, file and script names, and
commands.
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What’s New

TURBO Enterprise Release 5.0.2 offers the following new features and key enhancements to
various components. These enhancements improve management, and enhance security:

= The File System: a complete file management and version control repository.
= The Calendar: an integrated, customizable event tracking and scheduling tool

= Oracle Forms Conversion utility: a powerful tool to convert your unsupported
client/server Oracle* Forms to a supported, Web-based PL/SQL environment.

= Enterprise Social Networking Tools: tools that enable secure corporate communication,
and streamline team collaboration and productivity. Example: the Wall, Buddy List,
Instant Messaging.

To learn more about these features, refer to the list of additional documents provided in the
section Additional Resources.
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Product Overview

TURBO Enterprise presents Oracle database developers with a new way to build Rich Web
Apps (RWAS) quickly and easily, using the skills they already have. TURBO Enterprise installs
into your Oracle database to provide you with the ability to create RWAs using PL/SQL. This
represents a paradigm shift in application development and this document is designed to
provide a context for installing TURBO in the Enterprise so you can get started quickly.

Rich Web Applications—also called Rich Internet Applications or Rich Enterprise Applications—
offer a superior browser-based user interface, are easier and more intuitive to use, require
minimal training, and follow the proven success of the latest Web technologies. RWAs are built
using various technologies and techniques such as JavaScript, JSON, FLASH and
Asynchronous JavaScript and XML (AJAX). RWAs provide interactive Web application
functionality, with a desktop application look and feel, interactive reporting, data grids,
sophisticated charts and graphs, auto-complete features, real-time on-page user interaction,
quick response times, and drag and drop features.

TURBO Enterprise allows organizations to develop and deploy enterprise-class RWAs, using
existing software, hardware, and personnel. With its virtual n-tier architecture, its compliance
with Model-View-Control (MVC) design principles, and security, TURBO Enterprise allows you
to quickly build with confidence. Developers do not have to learn AJAX or Java programming
skills; just use TURBO’s PL/SQL-based rendering APlIs to create beautiful, interactive web
applications straight out of the database.

Additionally, TURBO Enterprise leverages the power, performance and scalability of the Oracle
database. Typical n-tier architectures are saddled with performance issues we call “the middle-
tier tax”: un-tuned and un-parsed SQL statements on the app server, bandwidth congestion
between the database and app server, and unnecessarily having to handle the data multiple
times. Also, an enormous amount of development time was wasted by recreating data handling
features in the middle tier that already exist natively in the database. TURBO Enterprise
eliminates all the waste created by the middle-tier and delivers Rich Web Apps using the same
power, performance and scalability you've come to expect from your Oracle database.

Download TURBO Enterprise at www.TURBO-Enterprise.com and follow the installation steps
in this guide, to get started.
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Architecture

TURBO Enterprise resides inside the Oracle database using a Virtual 3-tier Architecture for an
easy to build, efficient to run, and easy to maintain system. The application layer has been
moved from the middle-tier into the database for a more efficient and secure design. This also
makes it even easier to develop applications.

With the application layer inside the database, it still contains all the same familiar parts: the
browser, a middle tier HTTP Server, and the backend Oracle database. No new hardware or
operating systems. We’ll have you up and running in just a few minutes.

ORACLE

Pees

Figure 1 - Virtual 3-tier Architecture

Though the middle-tier application layer has been moved inside the database, the http server is
still required to handle page requests from the browser. More importantly it serves as a security
mechanism by isolating the database from browser and other web requests.

Inside the database, TURBO Enterprise uses a patent-pending database-centric system
architecture that takes advantage of the power and performance of Oracle. Security, user
interface rendering, business logic, data processing and optimized performance are all handled
elegantly and efficiently inside the database. Schemas with specific purposes are layered inside
the Oracle database for data security, Model-View-Control (MVC) design principles, and for
separation of duties (i.e. developers vs DBAS).
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TURBO

Contains core TURBO software:
Security, User Interface (HTML,
AJAX, JavaScript, JSON, etc),
SDK, Framewaork, Platform

Applications
Contains apps built using TURBO.

Build apps in this layer or create

additional layers by functional area

(i.e. HR, Sales, etc)

5 Database Schemas

Layers:
Vertical —virtual tier
Horizontal - corefapp

Login
Purpose: Database login
via HTTP Server.

Does not own any DB
objects. Only has local
synonyms and privileges to
run packages in the GUI
layer.

TURB _GUI

GUI

Purpose: Rendering
packages that create the
graphical user interface in
the web browser.

Does not own any tables.
Has local synonyms and
privileges to run DML

packages in the Data layer.

TURB _DATA

Data

Purpose: Database tables
and the packages to
handle DML actions
against data tables.

Figure 2 - Database-centric system design

TURBO ENTERPRISE INSTALLATION AND CONFIGURATION GUIDE

TURB _OPS

Operational

Purpose: Database tables
and packages for special
database activities.

Page | 5



“:TURBO Installation And Configu&:}é(;gf;iodg

ENTERPRISE

Installation Overview

Before you can begin using TURBO Enterprise to build and run beautiful Rich Web Applications,
you’ll need to perform these four simple installation tasks:

1.
2. Install the Oracle Database

4. Install the Oracle HTTP Server

6. Restart HTTP listener

7.
8. Install TURBO Enterprise

For details on performing each installation task, click on the task name within the list.
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Install the Oracle Database

The first step is to install and configure the Oracle database. TURBO Enterprise works with
Oracle database versions 10g, 119, or XE.

For detailed information on installing the Oracle database, refer to the installation
documentation at www.oracle.com.

If you want to quickly get started without having to install and configure your own environment,
please contact us to request 30-day access to one of our preconfigured demo ‘Test Track’
environments.
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Install the Oracle HTTP Server

The middle-tier http server should be configured next. There are two options provided by
Oracle. The Oracle HTTP Server, provided free by Oracle or the Oracle Application Server
(OAS). Note that OAS has separate licensing terms. For the purposes of this document, we
will use Oracle HTTP Server as a reference for the middle-tier server. However you can
substitute OAS, as needed.

Refer to the installation guide provided by Oracle for the Oracle HTTP Server or the Oracle
Application Server for more information.

Configure the Oracle HTTP Server

Perform these simple tasks to configure the Oracle HTTP Server:
1. Configure Database Access Descriptor

2. Configure HTTP security

For details on performing each task, click on the task name within the list.

After installing the Oracle HTTP software, there may be some Oracle HTTP processes
automatically started. These processes will need to be shut down prior to performing the
configuration steps below.

Ensure the httpd service is shut down by running the following command:

For UNIX: SORACLE HOME/opmn/bin/opmnctl shutdown
For Windows: SORACLE HOME\opmn\bin\opmnctl shutdown

Configure Database Access Descriptor

The Oracle HTTP Server connects to the database using Database Access Descriptor (DAD)
information stored in the dads.conf file. A Database Access Descriptor is a set of values that
specify how mod_plsqgl connects to a database server to fulfill an HTTP request. In addition to
connection information, a DAD contains important configuration parameters for various
operations against the database and for mod plsgl in general.

Note: The DAD is also referred to as the Location in the dads . conf file and as
plsgl location inthe TURBO parameter table in the database. In this install, the DAD or
Location value will be ‘turbo’.

Follow these steps to create and configure the Database Access Descriptor:

1. Create amod plsqgl Database Access Descriptor.
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The default location of the dads. conf file on your machine is found at:

Windows: ORACLE HOME\Apache\modplsgl\conf
UNIX, Linux: ORACLE HOME/Apache/modplsgl/conf

Figure 3 "Sample dads.conf File" shows a sample dads.conf file. A copy of this sample is
also provided in the TURBO Enterprise install file.

<Location /turbo>
SetHandler pls handler
Order deny,allow

Allow from all
AllowOverride None
PlsglDatabaseUsername
PlsglDatabasePassword
PlsglDatabaseConnectString
PlsglAuthenticationMode
PlsglSessionStateManagement
PlsglExclusionList
PlsglExclusionList
PlsglExclusionList
PlsglExclusionList
PlsglExclusionList
PlsglExclusionList
PlsglDefaultPage
PlsglDocumentTablename
PlsglDocumentProcedure
PlsglDocumentPath
PlsglNLSLanguage
PlsglErrorStyle
PlsglCGIEnvironmentList
P1sglCGIEnvironmentList
</Location>

app_user
app_user password
HOST:PORT:SERVICE NAME

CustomOwa
StatelessWithFastResetPackageState
sys.*

dbms . *

utl .*

owa .*

htp.*

htf.x*

te pages.p home

turbo data.global documents

turbo data.te docload.process download
docs

American America.WE8ISO8859P1
ApachesStyle

HTTP IF NONE MATCH

IF MODIFIED SINCE

Figure 3 "Sample dads.conf File"

2. Modify the P1sglDatabasePassword parameter in the dads . conf file to match
the password for the app _user parameter that was provided during the installation
of TURBO Enterprise.

3. Modify additional optional parameters in the dads. conf file by specifying values for
each parameter.

The parameters listed below provide additional information about login information to
the database, settings for the default home page, and document upload/download
information. For detailed information on the configuration parameters, read the
dads.README file located in the same directory as the dads. conf configuration file
on your Oracle HTTP Server.

Table 1 "DADs.conf File Parameters” provides a list of parameters and their descriptions.

Table 1 "DADs.conf File Parameters"

TURBO ENTERPRISE INSTALLATION AND CONFIGURATION GUIDE Page | 9
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PARAMETER

DESCRIPTION

<Location /yourApp>

This is the name of the virtual path that will be used to access your
TURBO Enterprise web application. Typical names would be your
company, organization, portal, intranet or application name. For
this install tutorial, set the value to ‘turbo’ so that it matches the
plsql_location parameter value in the database table
turbo_data.te_parameters.

PlsglDatabaseUsername

This is the username that will be used by the mod_plsql extension
module for connecting to the database. Every connection,
regardless of the application login id and password provided via the
browser, will be connected to the database with this username.
TURBO Enterprise uses app_user for database connections

PlsglDatabasePassword

This should be set to the same password for app_user as was
provided during the installation of TURBO Enterprise.

PlsglDatabaseConnectString

ServiceNameFormat : HOST:PORT:SERVICE_NAME format
where:
HOST is the hostname running the database,
PORT is the port number the TNS listener is listening,
SERVICE_NAME is the database service name
SIDFormat : HOST:PORT:SID format where:
HOST is the hostname running the database,
PORT is the port number the TNS listener is listening,
SID is the database sid
TNSFormat : A valid TNS alias which resolves using Net8 utilities
like tnsping and SQL*Plus

NetServiceNameFormat : A valid net service name that resolves
to a connect descriptor. A connect descriptor is a specially
formatted description of the destination for a network connection. A
connect descriptor contains destination service and network route
information.

PlsglDefaultPage

This specifies the package and procedure name that your TURBO
Enterprise web application will use to access the interface.

PlsglDocumentTablename

This specifies the TURBO Enterprise table used to handle uploads
through the application interface.

PlsglDocumentProcedure

This specifies the TURBO Enterprise package and procedure used
to handle download requests through the application interface.

TURBO ENTERPRISE INSTALLATION AND CONFIGURATION GUIDE Page | 10
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PARAMETER DESCRIPTION

PlsglErrorStyle ApacheStyle (Default) — Generic error page that will not expose
critical information. This is the recommended option for production
systems.

ModplsqlStyle — provides some detailed error information.

DebugStyle — provides comprehensive error and server
information. This is good for development and testing
environments. Do not use in a production system since displaying
internal server variables could be a security risk.

PIsglCGIEnvironmentList
Specifies overrides and/or additions of CGI environment variables
to the default set of environment variables passed down to a
PL/SQL procedure. This is a multi-line directive of name-value
pairs to be added, overridden or removed. You can only specify
one environment variable for each directive.

4. Save the file.

5. Obfuscate the DAD password by running the dadTool.pl script located in the
same directory as the dads. conf file.

Note: The dadTool.pl  script makes a backup of the dads.conf file (the one with
the password in clear text). Delete this backup file to keep the password secure.

Configure HTTP security

TURBO Enterprise provides extra configuration information to further “harden” the Oracle HTTP
Server security. TURBO Enterprise has been designed to handle security, rather than rely on
the middle tier server to serve up static error pages, like “Page Not Found”.

The Oracle HTTP Server is configured by editing the httpd. conf file to include security
handling information.

The default location of the httpd. conf file is:

Windows: SORACLE HOME\Apache\Apache\conf
UNIX, Linux: SORACLE HOME/Apache/Apache/conf

Follow these steps to create and configure the HTTP security:

Figure 4 "Sample Information for the http.conf File" shows sample information to copy into your
httpd.conf file. A copy of this sample is also provided in the TURBO Enterprise install file.
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# Override default error documents

ErrorDocument 400 /turbo/te pages.p error?i code=400
ErrorDocument 401 /turbo/te pages.p error?i code=401
ErrorDocument 402 /turbo/te pages.p error?i code=402
ErrorDocument 403 /turbo/te pages.p error?i code=403
ErrorDocument 404 /turbo/te pages.p error?i code=404
ErrorDocument 405 /turbo/te pages.p error?i code=405
ErrorDocument 406 /turbo/te pages.p error?i code=406
ErrorDocument 407 /turbo/te pages.p error?i code=407
ErrorDocument 408 /turbo/te pages.p error?i code=408
ErrorDocument 409 /turbo/te pages.p error?i code=409
ErrorDocument 410 /turbo/te pages.p error?i code=410
ErrorDocument 411 /turbo/te pages.p error?i code=411
ErrorDocument 412 /turbo/te pages.p error?i code=412
ErrorDocument 413 /turbo/te pages.p error?i code=413
ErrorDocument 414 /turbo/te pages.p error?i code=414
ErrorDocument 415 /turbo/te pages.p error?i code=415

# Security Lockdown
ServerTokens Prod
ServerSignature Off

Figure 4 "Sample Information for the http.conf File"

You can also run your TURBO Enterprise applications with Secure Sockets Layer (SSL)
encryption. SSL encryption can be configured using Oracle Wallet and supports both THAWTE
and Verisign certificates.

For more details about configuring the Oracle HTTP Server, see the following resources:

= Oracle HTTP Server —http://www.oracle.com

= Center for Internet Security - Apache secure baseline -
http://www.cisecurity.org/bench_apache.html

= OAS Hardening Steps - http://bharatgali.com/10g_apache_hardening.htm

= Apache Web Server - http://www.apache.org

TURBO ENTERPRISE INSTALLATION AND CONFIGURATION GUIDE Page | 12
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Restart HTTP listener

In order for these changes to take effect, you'll need to test and restart your Oracle HTTP
Server listener. Follow these steps to restart the HTTP listener:

1. test the configuration by running the following command:

UNIX: SORACLE _HOME/Apache/Apache/bin/apachectl configtest
Windows: SORACLE HOME\Apache\Apache\bin\apachectl configtest

2. If the response is “Syntax OK” then restart Apache by running:
UNIX: SORACLE HOME/opmn/bin/opmnctl restartproc ias-

component=HTTP_ Server

Windows: $ORACLE HOME\opmn\bin\opmnctl restartproc ias-
component=HTTP_ Server

TURBO ENTERPRISE INSTALLATION AND CONFIGURATION GUIDE Page | 13
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Install TURBO Enterprise

Installing TURBO Enterprise is very simple. All you need is the TURBO Enterprise DataPump
file, the install script, and the SYS database login. The install consists of creating tablespaces,
datafiles, schemas, packages, tables, and data, specifically for TURBO Enterprise. If after
evaluating TURBO Enterprise you want to remove it from your database, simply run the
Uninstall script.

Pre-requisites

Ensure that you have installed the following components. If not, please refer to the appropriate
section within this document to complete the installation of these components.

» Oracle Database
= Oracle HTTP Server or Oracle Application Server

Follow these steps to install TURBO Enterprise:
Before running the supplied install script, you will need to know a few pieces of information to
provide during installation: location to create Oracle datafiles, the location and name of the
TURBO DataPump file, passwords for TURBO created database schemas and for the
Sys.Admin user to the front end application.
1. Login as SYS to run the script that loads the DataPump file:
@TURBO Install.sqgl

This will create all the necessary tablespaces, datafiles, schemas, tables, packages, grants,
local synonyms, etc. This will also perform a few key Grants to give the TURBO schemas the
necessary privileges to run some of the Oracle database packages. This script will then
recompile all the packages.

2. Verify that all packages are compiled.
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Uninstall TURBO Enterprise

In the event you need to remove TURBO Enterprise from the Oracle database, follow these
steps to uninstall TURBO Enterprise:

NOTE: Before proceeding, it is important to know that this will remove the following schemas:
APP_USER, APP_WEB, APP_DATA, TURBO_GUI, TURBO_DATA, and TURBO_OPS. It will
also remove the datafiles originally created during the TURBO Enterprise install process. If you
have any data you need to preserve, you should save that information before continuing.

WARNING: The following steps will permanently remove TURBO Enterprise software and
all associated data from the database.

1. Ensure that all sessions are disconnected.

2. Stop the HTTP listener to release database connections.

3. Loginas ‘SYSTEM'’ and run the script TURBO Uninstall.sqgl.
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Login to the TURBO Enterprise Interface

Congratulations! You have finished installing TURBO Enterprise. You are now ready to access
your TURBO Enterprise interface:

1. Access TURBO Enterprise via a browser with the following URL syntax:

http://domainname:port/dadname

domainname - is either the IP address or the web URL such as www.domain.com

port — if you configured your Apache server to run on a port other than the standard port
80, then you’ll need to specify that port number in the URL

1 dadname - this is the name of the Database Access Descriptor, or Location in the
dads.conf file. The default is ‘turbo’.

= =4

Your browser will automatically be directed to the login screen. Figure 5 shows the login

screen.
—="DTURBO

ENTERPRISE WEE 2.0

Welcome to TURBO!
Enter vour credentials to begin.

Username:

Passworil:

| Fargot Passward L&J

Figure 5 "Login Screen"

2. Log in to TURBO Enterprise, with the ‘system administrator’ credentials:

Default User: Sys.Admin
Password: [use password entered during the TURBO Enterprise installation]
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Configure TURBO Enterprise

Now that TURBO Enterprise installation is complete, you can make a few configuration changes
to tailor the application for your organization. Follow these steps to configure TURBO
Enterprise:

1. Specify an email address for the System Administrator (Sys.Admin) through the User
Account module in the Administration application. Figure 6 shows the user account
profile.

Note: This is particularly important if you forget the login information and need to click
the O6Forgot Passwordé | ink on drdsgyolwvlighothe scr een
able to receive a new password for the Sys.Admin account.

¥ User Information v Work Location

First Name: | System Address l:| ‘
Middle Name: Address _':| ‘
Last Name: | Administrator City: State: Zip:

| [ |
litle: | Systern Administrator |

Sys.Admin ¥ Biographical Information

sctve account [ Usemame:

¥ Contact Information

Desk Phone: | ‘
Mobile Phone: | ‘
Fax Mumber; | ‘
Prirnary Email: | =
Setnndaanmall:| 3

Figure 6 "User Account Profile"

2. Modify the TURBO Enterprise default parameters that help with display and operation of
your application(s). Some parameters you can configure are:

1 Company Name

1 Company Address
1 Logo

1 Email SMTP

3.

Configure password policies through the Password Policy module in the Administration
application. Figure 7 shows the Password Policy screen.
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TURBO Enterprise provides default values that ensure your users follow a comprehensive
password policy for your system. You can modify the parameters to make passwords
comply with your organization’s security policies.

UREQ Fassword Policy

* Password Policy Listing

Falicy 1D Folicy Hame Usaga Enforca? (Dafaul) Walue (Dafault) Desrriptian
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Figure 7 "Password Policy Management"
4. Create new users using the Create User module in the Administration application.

Note: for the free version of TURBO Enterprise, only 1 concurrent application user can
login to the application. You can create as many users as you would like, but when a
second person logs in, the first user will be automatically logged out. Purchasing a
TURBO Enterprise license will remove this restriction.
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Troubleshooting

After you have installed the Oracle database, Oracle HTTP Server, and TURBO Enterprise, use
this checklist to help diagnose and resolve problems related to accessing TURBO Enterprise:

Browser

Ensure that you are using one of these supported browsers:

= Internet Explorer 6.0 or higher
= Firefox version 2.0 or higher

= Chrome
= Safari

URL

Verify the URL or web address that you are trying to access. The URL is comprised of three
parts: the machine name, domain name or IP address, the port number, and the DAD name.

Machine name, Domain Name, IP Address
If you have installed TURBO Enterprise on your laptop, your URL will look like
this: http://localhost:7777/turbo.

If you have installed TURBO Enterprise on another machine, you will need to enter either the
domain name (example: www.yourdomain.com) or an explicit IP address.

Port number

Most websites you visit use the standard port number ‘80°, and do not require that you enter a
port number as part of the URL. The only time a port number is required in the URL is if it is not
using port 80. If you are installing TURBO Enterprise on your laptop, your machine may already
have port 80 reserved for something else, and the Oracle HTTP Server sets itself up on port
7777,

Database Access Descriptor

The URL helps your browser find the machine for a website. For TURBO Enterprise
applications, a DAD is required to instruct the Oracle HTTP Server which database to connect
to. Verify that the DAD name in your URL is entered in the dads. conf file in your Oracle HTTP
Server directory. There may be multiple entries in the dads. conf file. Each entry will begin
with:

<location /dadname> - where dadname is the name of your application database access
descriptor (i.e. /turbo)

Oracle HTTP Server

dads.conf
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This file is used to translate the DAD used in the URL to the corresponding database. For

example, http://localhost:7777/turbo would cause Oracle HTTP Server to lookup the DAD

named /turbo in the dads.conf file. In that file, it will indicate the name of the database. Verify

that you have followed directions in the TURBO Enterprise Installation and Configuration Guide

for setting up the dads. conf file.

httpd.conf

Verify that the Port number entry is consistent with the one in your URL.

Verify that you have followed directions in the TURBO Enterprise Installation and Configuration
Guide for setting up the httpd. conf file.

tnsnames.ora

When installing more than one Oracle software product on the same machine, managing
multiple tnsnames . ora files might be confusing. Many people only update the
tnsnames.ora file in the database software directory. However, it needs to be configured in
the Oracle HTTP Server directory as well, so that it can find and make a connection to the
database. If your Oracle HTTP Server cannot connect to the database, verify that there is a
tnsnames.ora entry to the database in the Oracle HTTP Server directory.

Database
Verify that all packages in the TURBO schemas are valid:
APP_WEB, APP_DATA, TURBO_GUI, TURBO_DATA, TURBO_OPS

If TURBO OPS.TE UTILS is invalid, then that schema may be missing SELECT privileges to
some ‘SYS’ tables.

GRANT SELECT on SYS.DBA OBJECTS to TURBO _OPS;
GRANT SELECT on SYS.DBA SOURCE to TURBO_OPS;

Recompile the TURBO_OPS.TE_UTILS package
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Additional Resources

You can access the latest online documentation for this product at www.turbo-enterprise.com,
by selecting the ‘Resource Lounge’ tab and clicking on ‘Documentation’. To access the
documentation link directly from this document, click here: Documentation. Other documentation
in this series includes:

TURBO Enterprise Resource Guide: provides detailed information on TURBO Enterprise
Release 5.0.2, architecture, security, and application development features.

TURBO Enterprise Developer Tutorial: provides step-by-step procedures to develop features
using TURBO Enterprise.

TURBO Enterprise Administration Guide: describes administration tasks and provides step-by-
step procedures to perform these tasks.

TURBO Enterprise Oracle Forms Conversion Guide: walks you through step-by-step

procedures to convert unsupported client/server Oracle Forms to a supported Web-based
PL/SQL environment.
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